The Personal Server is a mobile device that enables you to readily store and access the data and applications you carry with you through interfaces found in the local environment. Unlike conventional mobile computers with relatively poor user interfaces, it does not have a display at all, instead wirelessly utilizing displays, keyboards and other IO devices found nearby. By co-opting large screens such as those found on desktop PCs, public display monitors, information kiosks, and other computers, a Personal Server is more effective than relying on a small mobile screen. This model goes beyond the mobile context and has wider implications for how we think about computing in general. A prototype system, including applications, system infrastructure, and a mobile platform, has been built to fully explore this model. This prototype sheds light on the suitability of standard components to support such a computing model, and from this illuminates directions for the design of future ubiquitous computing systems.
easily use. Fortunately, the computing infrastructure is becoming well established in many of the places we wish to use computation. For example, large-screen PCs can be found in many homes, most businesses, Internet cafes, and even public spaces such as airports and shopping centers. By seamlessly enabling access to your mobile data through any of these computing elements, the Personal Server system creates a mobile digital experience based on large-screen interfaces instead of small hand-held displays. Furthermore, since the device possesses no display of it's own, it can be manufactured to be much smaller than a traditional PDA or laptop.
Fig. 1. Personal Server Prototype
Our prototype system explores three main aspects of the Personal Server model: the user experience, system infrastructure, and mobile platform. For this prototype, the user experience focuses on simple mobile web pages, file shares, and remote-control applications. Supporting these activities, the system infrastructure must be able to discover and connect to the user's mobile device. The mobile device itself is designed to explore emerging wireless standards, novel power management techniques, and novel device form-factors. Several limitations of existing technologies and avenues for future work have been identified from this research. Specifically, desktop applications do not adequately support dynamic usage by mobile users, and the discovery capabilities of existing wireless standards do not adequately support personal mobile devices. This paper contributes an understanding of the basic technologies and concepts necessary to support aspects of ubiquitous computing [36] not tied to a specific location, instead associated with the mobility of a user. The Personal Server concept pushes on the boundaries presented by traditional devices, utilizing the resources afforded by the local computing infrastructure to provide a compelling mobile user experience. In the long run, the emerging user experiences, system components, and device technologies can either be used to augment existing mobile platforms or to create an entirely new class of mobile device.
Motivation
The Personal Server is motivated by the emergence of high-density storage and lowpower computing, which can be used to address the frustration many users have with mobile computing by allowing access to mobile data through the fixed infrastructure. Emerging storage technologies can easily accommodate 1GB of data in one square inch of disk space, with capacities doubling annually [28] . Instead of keeping your 'real' data on a big network server, you can carry it all with you or treat the mobile device as a large data cache [20] . Further, mobile processing is advancing nearly as fast, allowing us to carry computation with us as well. Based on these capabilities, the Personal Server addresses the limitations of existing mobile devices by leveraging the existing computing infrastructure (Figure 2 ), providing the interface of a desktop system wherever you carry your mobile. This system incorporates the positive aspects of today's mobile platforms by combining the interface capability of a desktop in the form factor of a mobile. Of existing devices, laptops arguably provide the most complete mobile experience because they allow users comprehensive access to computing resources wherever they may travel: desktops are simply not mobile enough and handhelds are not capable enough. Although laptops do have a "full-sized" screen and full-featured keyboard, they are still too large (typically a 10.4in diagonal) and heavy (~5lbs) to carry with you at all times. Instead of trying to improve the UI capabilities of small mobile devices, the Personal Server circumvents the problem by making it easy to use the surrounding computing infrastructure. Wearable computers, which can provide laptop-level functionality without the size and weight, rely upon a literally "in-yourface" heads-up display that many people find too invasive to be acceptable.
The Personal Server provides low-latency always-available access to a user's data over a short-range wireless network, instead of relying on a remote server with the associated problems of network outages, high-latencies, and high access fees. Basic availability is very important in many mobile situations: for example, a traveling sales person who needs to present information about their products to a customer. Relying on remote access for wide-area mobility is dangerous because a network connection may be unavailable, restricted by firewalls, censorship, or other factors out of your control. Even assuming a working connection, access latencies may be high due to network congestion, multi-hop routing, or because your data does not have enough priority in the network. In addition to spotty coverage and variable latencies, widearea wireless network access also brings the element of cost, which can be prohibitively high. This model inverts the popular "thin-client" paradigm, which works well for well-connected local environments but fails in mobile contexts.
Fundamentally, the Personal Server is about accessing information through the most convenient interface available, instead of the one interface dictated by a particular device. For example, a user may be able to borrow a PDA from somebody sitting next to them, pull a display tablet out of their bag, or choose to walk over to a nearby information kiosk. Similarly, this system would enable a seamless transition between a user's home and office setup without having to explicitly mange files and connections between the two. The Personal Server does not replace existing mobile technologies such as PDAs or cell-phones, instead working with them to provide flexible access to personal resources. Generalizing this capability leads to the notion of "scrap" display devices, which are treated much the same way as pens and scrap paper, i.e., as communal property with no explicit ownership.
Appropriately enough, many applications don't even require immediate use of a display, instead allowing interaction to be deferred until convenient or necessary: a natural usage model for the Personal Server. For example, emerging wireless standards will enable a device to remember the menu du jour broadcast by "passed by" restaurants. This collection of menus could then be used later on when the user is actually hungry. Similarly, a proactive system may continuously monitor the local context and only notify the user when an appropriate trigger occurs, e.g., when a nearby store is offering a specific item on sale. For the most part, these applications are constantly capturing the local context and only require interaction when certain conditions are met; therefore, the user is free to wait until they can access the data though a convenient interface.
Related Work
Related work can roughly be divided into two categories: server-based systems and mobile solutions. Server-based architectures assume that a user's "home server" is reliably available over a network, while mobile systems carry all the data locally and only periodically sync-up with a centralized repository. Similar to mobile systems, there are several compact devices that provide access to personal storage when attached to another system, but these are simply storage devices and do not provide any processing capability.
Server-based systems must fundamentally deal with how to transfer data between the server and the client over a network. Many "thin client" approaches, such as web-browsers, InfoPad [29] , ParcTab [32] , VNC [9] , Roma [26] , et. al., assume a lowlatency, relatively high-bandwidth connection between the client and home server, which may not be a valid assumption in mobile contexts. Internet suspend/resume [8] assumes the availability of local computing resources and proactively migrates computation from the home server to a local surrogate, mitigating the effects of a potentially slow network connection. Even WAP [34] , which is nominally a mobiledevice system, is fundamentally server-based because it assumes all significant processing and storage is accomplished on a remote server accessed over the cellular wireless infrastructure. The Personal Server model differs from these approaches because data and computation are made available locally, and information can be quickly and conveniently accessed, without requiring "on-demand" data migration. In order to reconcile data with a central server, the system could use some kind of distributed file system technique, such as Coda [20] .
Mobile systems, such as cell-phones and PDAs, suffer from the inherent difficulty of accessing data through small-screen displays. Systems such as mLinks [21] and gestures for mobile devices [14] explore alternate browsing techniques and input modalities, respectively, to overcome these limitations. In contrast, the Personal Server utilizes external-computing elements, i.e., "borrowed" displays. The MetaPad [11] is a mobile computation and storage device that can be fitted with many different display sleeves (i.e., full size monitors, PDA screens, tablets, etc..); however, this requires physically placing the device in a sleeve, while the Personal Server wirelessly interfaces with the interaction elements, which yields a fundamentally different user experience and system requirements. Wearable systems [24] rely on heads-up displays and hand-held keyboards to provide an interface, which is literally too "in your face" for many users.
A string of very small devices are very similar to the Personal Server in that they don't possess a significant display and instead rely on nearby computing infrastructure. Disk-on-key [18], iPod [7] , Pockey [17] are compact storage devices that connect to desktop systems through a USB or Firewire interface; however, these devices have no active component and, similar to the MetaPad, need to be physically connected to operate. Factoid [10] is a wireless device that records little bits of data received from the environment, which can then be accessed later from fixed systems, but it is not powerful enough to support a full-featured digital experience.
System Overview
The Personal Server implementation can be divided into three conceptual levels, each with specific research challenges:
• User Experience: creating a compelling usage model that overcomes the difficulties of mobile interaction.
• System Infrastructure: quickly discovering and supporting mobile devices in dynamic wireless contexts.
• Mobile Platform: developing a physically unencumbering device that is capable enough to be a user's primary computing/storage device.
The three essential characteristics for a compelling mobile experience are rich interaction, seamless interaction, and information availability. Rich interaction is accomplished by utilizing the surrounding infrastructure, which must therefore contain the supporting software necessary for a user to access their personal device. Seamless interaction is enabled by wireless technologies, allowing information access without an explicit "connection" step. A wired solution, such as the USB standard, is fairly troublesome because it requires the user to manually locate sockets needed for connectivity and then plug/unplug the appropriate cables. Furthermore, as described in the motivation, information availability necessitates the physical device itself. These three criteria predicate the research challenges outlined for the system infrastructure and mobile platform.
The system infrastructure is needed to support two main functions: discovering mobile devices and providing interface and computation support for mobile users. First, seamless connectivity implies the use of an automatic discovery protocol initiated by the infrastructure, allowing a user's device to be aware of its surroundings without unnecessarily giving away its presence. This discovery process sets up a local ad-hoc network, often referred to as a Personal Area Network (PAN), for generic communication between the interface and mobile device. Second, the borrowed interface must support access to the mobile through generic mechanisms such as a network file system or web-browser. Furthermore, once a file system is available, standard application software available on the host can be used to view or edit a user's data.
In addition to basic shared-drive and web-browser access, a limited form of wearable interface needs to be provided for situations where no other input mechanism is available, such as when a display is mounted high up or behind a shop window ( Figure 3) . Therefore, the system should support a limited interface back channel from the mobile device to the public display. Furthermore, this interface does not necessarily need to be physically associated with the mobile device itself, instead, for example, being incorporated as part of a user's wristwatch. This limited wearable interface would be insufficient for data-entry tasks, but quite adequate for most simple information navigation tasks.
The key to the hardware platform is designing a compact low-power system that provides enough resources to sufficiently support a mobile user. The wireless implementation must provide sufficient bandwidth while being low-latency, low power and physically small. Furthermore, in order to be useful it must connect to a wide variety of devices and coexist with other wireless users. The overall size of the device is dictated by its power consumption -more power means a bigger battery. Therefore, all components must be designed with power as a primary consideration. Additionally, a compact design with no significant interaction requirements opens the door to novel and interesting industrial design opportunities.
Implementation
The initial Personal Server prototype is based upon existing technologies whenever possible to both increase compatibility with conventional computing environments and ferret out problems with existing standards. The implementation is described in reverse order from that of the previous section, starting with the base hardware platform leading to a description of the resulting user experience.
Fig. 3.
Interacting with inaccessible displays, which might be behind a store-front window.
Mobile Platform
The mobile platform (Figure 4) is comprised of processing, communication, and storage subsystems, which are combined together to form a compact, low-power mobile device ( Figure 5 ). The design is based on the StrongARM SA1110 running the Linux OS, a combination available for many popular hand-held PDAs. Bluetooth [3] provides the wireless communication capability, while storage is provided through of on-board FLASH, DRAM, and a removable Compact Flash (CF) slot for user-specific storage. Power is provided through a 920mAhr Li-ion cell. Additionally, to provide the remote control functionality, the Personal Server has a jog dial and two buttons.
StrongARM and Linux were chosen because they are widely supported and provide attractive power and performance characteristics. The StrongARM processor nominally operates at 206 MHz, consuming 650 mW during active operation, and it also possesses several low-power operational states, including the ability to run at lower clock frequencies. An on-board Bluetooth module provides device discovery, short-range connectivity, low-power operation, a one-chip solution, a 723kbps maximum application data rate, and coexistence with other radio standards. Besides connecting with a "heavy-weight" PC-oriented interface, it also enables connection to a wide variety of smaller electronic devices, such as printers and audio headsets, which are currently being released for the consumer market. The device's Bluetooth software stack is based on the standard Linux OS release that has been augmented with an in-house implementation of the Bluetooth PAN profile (since released to open-source), providing basic TCP/IP functionality. The system also provides a direct connection to emerging sensor networks [5] or wearable systems.
The on-chip memory subsystems supports 32 MB of FLASH, 64MB of DRAM, and a CF memory slot, enabling external storage devices of at least 512 MB. Currently, only 16 MB of on-board FLASH is used, providing basic support for booting Linux and establishing wireless network connectivity. The CF slot can be used for FLASH-based devices, micro-drives, or even for experimenting with other wireless standards such as 802.11 [6] using commercially available cards.
The complete system is approximately the size of a deck of cards, and can be encased in an attractive enclosure, as shown in Figure 1 on the first page. The complete design weighs 135g, including prototype case (40g) and battery pack (55g). The current system dissipates between 1mW and 700mW, depending on system activity. The optimization of this power consumption is the subject of future research.
System Architecture
The supporting system architecture ( Figure 6 ) can be divided into two main pieces: device and infrastructure. The software on the Personal Server responds to discovery requests, as per the Bluetooth standard, and supports basic web-services, using an onboard Apache web-server, plus administrative and remote control functionality, through a custom daemon. The host infrastructure is implemented using a standard Windows XP system augmented with a Bluetooth stack and custom middleware components. The host infrastructure is responsible for discovering mobile devices and providing common access protocols. Once an IP connection is established, the various software components shown in Figure 6 are activated. Ideally, this common access layer would be present on all systems, allowing access to a Personal Server from any desktop. In order to facilitate device discovery, a discovery monitor runs on the host and periodically searches for devices, automatically loading the Bluetooth PAN profile when one is found. The basic Bluetooth discovery scan takes approximately 2.56 seconds, which is repeated 4 times back-to-back, as recommended by the Bluetooth spec, every 20 seconds.
Once a networking connection is established, the Personal Server supports three capabilities through the UPnP [30] infrastructure: web services, which provides access to a WebDAV [35] file share and web server, remote control, which provides a mechanism to send user interface events from the mobile to the host, and administrative daemon, which enables access to sharing setup, password control, and basic device information such as memory or battery usage.
On the host side, there are three corresponding elements that handle interaction with the Personal Server: standard web browser and file explorer applications, a remotecontrol target, which takes commands from the Personal Server and pushes them to applications through the Windows input queue, and an administrative control, which provides access to the administrative and information capabilities.
Communication between the device and host is based upon standard Web protocols such as UPnP, SOAP [23] , and HTTP, which are layered on top the IP networking enabled by the Bluetooth PAN profile [13] . Basic UPnP setup is accomplished by a UPnP "device"(i.e., "Administrative Daemon" and "Remote Target") broadcasting a service description which is picked up by the respective UPnP "control point" (i.e., "Admin Control" and "Remote Control"). SOAP is used to directly communicate between these entities. Along with WebDAV and web server access, it is also uses the standard HTTP protocol.
Applications and Usage Models
Three basic usage models, supporting many different applications, are provided by the initial prototype: web browsing, wireless file access, and remote control. In fact, once these three capabilities are in place, the system behaves much like any other networked system, with the expected caveat of network bandwidth. Given a standard desktop system is used as an access point, the user can easily give presentations or slide-shows from their Personal Server.
Overall, the basic system allows a user to walk into a room with their Personal Server device and relatively quickly start using an enabled access point: it only takes about 21 sec for the system to discover and mount the wireless file system. However, given that the discovery process can start when the user is 10 meters away from the intended host, this process could be completed before the user reaches the terminal.
Based on the web-browsing and file share capability, the system affords the user quick access to their mobile personal page, which can be set up to provide bookmarks, an address book, etc… This is semantically different than a user's public web home page, which typically contains items such as a list of hobbies, a self portrait, or general "what the public should know" information. Since the host is situated between the Personal Server and the greater Internet, assuming it is connected, then any link browsed from the user's mobile home page will connect directly to the destination site, not going through the user's mobile device.
The canonical example using the file share and remote control capabilities together is that of a presentation sourced from the mobile device. First, the host automatically discovers the Personal Server device and exposes the public file share, thereby allowing the user to launch their presentation and advance through their slides using the remote control capability. Even for large presentations, the access time is not unreasonable: a 1 MB file takes about 20 seconds to load and display at an effective 400kbps transfer rate. Since the actual application code is provided by the host, the mobile device does not provide anything besides the raw presentation data and remote control commands.
Architectural Issues & Future Work
The formulation of the Personal Server model and development of the initial prototype has uncovered several issues relating to the design of the Personal Server system. Some of these issues indicate where existing standards are inadequate, while others are opportunities to examine previous research in a new light -creating new challenges and solutions.
Discovery
The entire connection process takes about 21 seconds, due to the combination of the wireless and service discovery layers. Although tolerable for the basic Personal Server usage models, this delay does not adequately support the desired seamless interaction model. Some of this delay is inherent to the layered technologies employed by the system, while others are due to the layering itself. An out-of-band radio channel could provide an alternate discovery mechanism specifically tuned for mobile discovery, thereby reducing the delay.
The recommended Bluetooth device discovery mechanism takes approximately 10 seconds, during which the inquiry device can handle other radio traffic. One solution to mitigate this delay would be for an "inactive" host to continuously inquire, thereby detecting a new device as soon as it came into range; however, this unnecessarily pollutes the radio spectrum with discovery traffic. Furthermore, a mobile user could easily pass through the wireless cell (approximately 10m diameter) before the discovery process is complete. Complicating matters further, the discovery process is quite power-hungry, which would be a problem for setting up peer-to-peer topologies.
One possible solution to this problem would be to use a separate out-of-band radio for the discovery process. This radio, which could be lower power and lower-speed than the primary communication channel, would be dedicated to discovering nearby devices. Outside of basic discovery, this channel could be used to provide the necessary information to quickly set up the primary link without performing the entire discovery sequence.
Privacy & Security
Any mobile device that is continually communicating with the environment is a potential threat to a user's privacy, an issue uncovered by the Active Badge system [31] , but compounded by the Personal Server because it requires you to interact through the environment to be useful. Part of the solution is to make the mobile device passive with respect to the discovery process: the environment broadcasts its services, and the mobile device only responds when necessary. Eventually, however, the user is likely to want something from the environment, at which point they will have to reveal something about themselves. To protect a user's privacy, it will be important to fully consider workgroup dynamics and personal preferences.
Similar to privacy, although subtly different, is the security of a user's data as they interact through the public infrastructure, which has the fundamental problem that it could be compromised by an unscrupulous third party [1] , thereby allowing partial access to the information stored on a user's device. Furthermore, a large-screen display in a public place may be easily viewable by more than one person, and so the person standing next to you may be able to see what you are doing on the screen. Some solutions may be social, such as a personal rule that you don't view sensitive information on a display when somebody else is standing next to you, while others may be technical, such as secure public authentication [16] or enabling the system to be aware of the security of the display and appropriately adapt the available content [19] .
Adaptive User Interfaces
In order for a user to co-opt "the most convenient" interface, applications must be able to adapt their UI to a variety of display sizes and modalities. Currently, interface designers must create "one-off" interfaces for each desired display, i.e., a separate interface for desktop browsers, cell phones, PDAs, etc.. Although tolerable, the Personal Server paradigm exacerbates this problem by relying on a dynamically changing set of devices, bringing the UI adaptation problem to the forefront. Various systems such as ICrafter [22] , PIMA [2] , and the Composite Capabilities/Preferences Profile [4] all address this problem to some degree. Furthermore, there is an opportunity to adapt interfaces based on the security or accessibility of the display, not just its properties.
Usage Models
In addition to the basic usage models and applications supported by the current prototype, there are several scenarios that are well suited to the Personal Server model and still need to be fully explored. For example, the device could serve as central hub for wearable peripherals, such as a remote control watch, health monitoring device, or wireless headset (and the Personal Server could perform the requisite speech recognition). Additionally, by monitoring the discovery inquiries from local infrastructure, it could act as a "data sponge" for serendipitously accumulating information, which could be useful if the user later decided they had a need for information from where they had been. Although these concepts are not entirely new, the Personal Server provides a concrete platform on which to implement and evaluate them.
Power Management
As with any mobile device, power consumption is a primary concern of the Personal Server platform. Apart from choosing low-power subsystems like the processor and communications module, there are several avenues of power management available. The power consumption profile of the device must support an "always-on" usage model, where it is continuously available for wireless discovery, which is a different model than supported by a PDA that is manually turned on and off. Furthermore, the power consumption of the (non-existent) LCD display is not an issue with the Personal Server device, and so the processing and communication subsystems have a greater impact on the overall device battery lifetime.
There are several techniques available to reduce the power consumption of the processor and communication subsystems in support of the "always-on" usage model. For the processor, Dynamic Voltage Management [15] enables the processor to selfregulate its operating speed and save considerable amounts of energy while still continuing to operate, instead of just putting itself into a non-active sleep mode. A hierarchical out-of-band discovery mechanism, as discussed previously, or routing management protocols [25] can be used to reduce the effective power consumption of the radio subsystem, which can be easily dominated by "listen time", when the device is simply waiting to be discovered. Techniques such as closed loop power monitoring, which allows the processor to actively monitor the power consumption of individual system components, or mobile agents, described below, can be applied to the system as a whole.
Distributed File Systems
Although a Personal Server device can potentially store a user's entire personal data collection, a distributed storage system such as Coda [20] or Bayou [27] would be very useful in case of theft, loss, damage, or concurrent access. Using such a system, the user could modify their mobile data while disconnected, and automatically transfer changes to the infrastructure when able. Such a capability would allow easy recovery in the case when a device becomes inaccessible. Similarly, these systems would allow data to be directly modified in the infrastructure, eventually propagating to the mobile device. Without such a capability, the user would be required to manually manage their data backup and migration, which would significantly detract from the user experience.
Mobile Execution
Allowing code to be executed either on the mobile device, or in the supporting infrastructure, enables the system to optimize for power consumption, latency, and availability. For example, if a compute intensive task can be executed in the environment, then it will consume power from the infrastructure rather than the mobile device itself. Similarly, executing a user interface component in the environment will improve the interactive response. However, the mobile device needs to be prepared to execute all the code locally in case the infrastructure is not able to support the desired computation. This capability is enabled by dynamic execution systems [12] , but the Personal Server model introduces a different application model, where the interface is separated from the storage and (sometimes) the computation resource.
Industrial Design
Since the Personal Server device has no display, the entire system could theoretically be integrated into a very small single chip module; however, until a renewable energy source is made available, users will still have to "interact" with the device to recharge its energy supply. The basic challenge is to position the device such that it is not noticeable or encumbering to the user, such as a watch or piece of jewelry, while being "important" enough that the user does not lose it and can remember to charge it. For example, the device could be housed in a user's shoe, and then placed in a special charging shoe rack during the night to recharge. Fully exploring how the device seamlessly fits in with a user's physical world will be a critical part of the overall Personal Server experience.
Conclusion
The Personal Server model changes the basic assumptions that we make about the limitations of mobile devices and the way we think about accessing our data in a computationally rich world. By utilizing computers in the local environment, it will considerably improve the mobile user experience and allow the mobile device itself to "disappear" from a users interaction. Although it has been possible to build a basic Personal Server device for some time, it is only now that four enabling factors have come together to make it practical for mainstream use:
• High-density portable storage devices.
• Low-power, high-performance processors.
• Short-range, low power wireless standards.
• Extensive public computing infrastructure.
The initial prototype system combines the three technology advances with the extensive infrastructure to provide a mobile system that supports a user's mobile computing needs without forcing them to interact through a small-screen device. This system has already demonstrated the feasibility of the Personal Server concept, and the supporting trends will only become stronger over the next few years. The initial experience using the device to remotely control a presentation sourced from a wireless storage device has proved a compelling experience and demonstration. Going forward, it will be necessary to expand the system and deploy it to a larger audience to adequately develop, explore, and evaluate the complete Personal Server experience.
